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Executive Summary

The purpose of this document is to provide a guideline for the setup of The Cisco
Intelligent Contact Management (ICM) software. This guide will address the areas of
setup based on best practices provided from Cisco Systems with any modifications
required for equipment deployment in the FAA SAN DIEGOenvironment.

The Cisco ICM software is a distributed software application that routes toll-free calls,
Web enquiries, and e-mail across geographically distributed contact centers. A typical
ICM system includes a humber of computers located at different sites.

Some preinstallation planning is necessary to ensure successful installation of the ICM
software.

This installation documentation includes information on topics such as provisioning IXC
access, preparing ACDs, and determining the ICM datacom requirements.

This guide has been designed to be usable by either an experienced IT engineer or one
with less experience in the area of software setup. This document was designed to help
the engineer through the many choices offered during setup to achieve a designated
configuration for Cisco ICM/IPCC environment on a Windows Server 2003 operating
system.
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Reqguirements

1. Hardware Planning and Staging
a. See Server Specifications below
2. Windows Planning and Staging

a. Understanding and planning for a supported Windows model is
a critical task during the planning phase of an ICM software
deployment.

b. During this phase, you must document the specifications of
the ICM system and then you must accept them before
starting to stage a new system. This System Design
Specification must include a detailed description and diagrams
of the Windows Model for Active Directory and

c. You will need to install Microsoft SQL 2000 SP4 on the server
running the Logging function of ICM.

i. You will need to set up Microsoft SQL to do its sorting in
Binary mode; this setup will require rebuilding the
Master database that you have installed with Microsoft
SQL. The rebuild utility comes with the application.

ii. You will need enough licenses to support the
requirements you have for this install.

iii. You will need the storage to support the data that is
generated by this system; all these items are dependent
on the size of the call center you are putting in.

d. The setup of SNMP will also need to be addressed for
connectivity between systems.

For additional information on the planning of your environment, please
download the Cisco ICM staging document. That document, which was
the basis for this document, will be valuable during your design phase of
this installation.

September 9, 2008 = Version 1.0 Requirements o 2
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The Principal ICM components

1. CallRouter. The component of the Central Controller that makes
routing decisions and both gathers and distributes data from remote
sites; generally referred to in this document simply as the Router.
(Central Controller is the term used when discussing a
CallRouter/Logger configuration.)

2. Logger. The component of the Central Controller that controls the
central database.

3. Admin Workstation. The human interface to ICM software. An
Admin Workstation (AW) can be located at any central or remote
site. The AW allows users to monitor call handling within the system
and make changes to configuration data or routing scripts.

4. Network Interface Controller (NIC). The interface between the
ICM platform and the Interexchange Carrier signaling network.

5. Peripheral Gateway (PG). The interface between the ICM
platform and third-party hardware in each contact center, such as
an ACD. A PG is typically located at the contact center.

6. CTI Server. The (optional) component that allows an external CTI
application to communicate with a Peripheral Gateway.

7. WebView. The (optional) component that provides Web-based
contact center reporting. The ICM Software CD contains the
software for all of these components. You can install any component
from the ICM Setup program.

September 9, 2008 = Version 1.0 The Principal ICM components ® 3
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Cisco Server Specifications

This section has been based on the Cisco® MCS 7845-12 (IBM) Media
Convergence Server, which is a high-availability server platform for
Cisco Unified Communications solutions.

Two Intel 5140 Xeon 2.33-GHz processors, a 1333-MHz front side bus (FSB), and 4 MB of Level 2
cache

4-GB ultra-fast fully buffered 667-MHz PC2-5300 double-data-rate 2 (DDR2) Error Checking and
Correcting (ECC) memory with Chipkill protection (Must be installed in pairs)

IBM ServeRAID 8k Redundant Array of Independent Disks (RAID) Controller with 256-MB memory
and battery-backed caching

Dual-port Gigabit Ethernet controller (embedded)
Quick-deployment third-party rail kit

Support for up to eight small form-factor hot-plug hard drives
Hot-plug redundant power supplies

Hot-plug redundant fans

IBM LightPath Diagnostics to assist in identifying failed components
IBM Slimline Remote Supervisor Adaptor Il (RSA II)

The adapter continuously monitors system environmental elements (temperatures and voltages);
operating system status; and critical system components such as processors, voltage regulator
modules (VRMs), memory, fans, power supplies, and power backplanes (where supported by the
system).

Video compression hardware is built in, eliminating drivers.
Faster graphics support makes monitoring and control more efficient.

RSA Il SlimLine supports Secure Sockets Layer (SSL) and Lightweight Directory Access Protocol
(LDAP).

The adapter is integrated with IBM Director and Director Agent.
Built-in LAN and serial connectivity supports virtually any network infrastructure.

Multiple alerting functions warn systems administrators of potential problems via e-mail, pager
support, LAN, or Simple Network Management Protocol (SNMP).

The adapter installs on the system planar using a dedicated connector, eliminating the need to use
a PCI-X slot.

The RSA Il SlimLine features are similar to the RSA Il with the exception of the following features:
o0 The reset button is not accessible from the back of the system.

o A mini-USB cable is no longer required; the device uses an internal USB bus. The system
has a designated systems management Ethernet port, activated only when RSA 11
SlimLine is installed.

0 An external AC adapter is not required (the device uses standby power from system
power supplies).

0  Status LEDs are not externally viewable.

0 The RSA Il SlimLine no longer supports the prior RSA Il interconnect function.

September 9, 2008 = Version 1.0 Cisco Setver Specifications ® 4
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Installing Cisco ICM (Router)

1. After the system has been prepared with Windows 2003 R2 Server, put in the CD
marked Cisco ICM Enterprise 7.0.

1M Setup
Warsion 74

Copyright © 1998205 Ciscn Syebems, lnc,

Gisto SrsrEus

a. The auto-start of the CD produces this splash screen.

Missing Windows Components B _ il

:\t) The Windows component “WHI Windows Installer Provider” has nok been installed. This
-

missing Windmss component is required For proper Functioning of the "Cisco Contack
Center SNMP Management” service, Cisco recommends that wou install Ehis Windaws
component now, Then select the “Yes" button to continue the TCMITPCC installation.

To install the Windows component, Follow the instructions in the document "Cisco
ICM Release 7.0 Staging” under the section "Contact Center SNMP Prerequisites,”

If wou choose to continue without installing the Windows “&MI Windows Installer
Provider" component, you may still install it after the ICM/IPCC installation has
completed withnutl%egative impact on the installation process,

Do wou wank bo Continue?  Select Yes to continue, ko ko exit,

a. You must make sure you have or will do the correct SNMP & WMI
installation and setup so you can finish installing the Cisco ICM software.
Please refer to the SNMP & WMI section of this document or access the

ICM/IPCC Staging Document from Cisco.

September 9, 2008 = Version 1.0 Installing Cisco ICM (Router) ® 5
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oply Security Hardening =
¥ | This server does not have Cisco ICM security hardening applied.
‘“--"() Do wou wank to secure this server?
Mo
4.

a. Select NO — Do NOT apply the hardening.

x

—ICH |nstances —Inztance Components

Add | Add
Edit | E it |
[elete | [relete |
Upgrade Al | Cromain M anager |
One or more instances need to upgrade tol4chive Directon securniby.
¥ Prompt for Secunty Hardening Help Exit Setup
5.

a. This screen lets you choose what will be set up on the system. In this
section, you will be setting up the ROUTER function — You should already
have an existing domain for this server and be connected to that network.

b. Concerning the environment (Domain) you are placing the system in, this
would be part of the FAA SAN DIEGOdomain.

Select Add under ICM Instances and create an instance of ICM.

d. Select Domain Manager and the next screen comes up — here is where
you should have access into the domain that you will be connecting to.

e. If you do not have the rights and understanding of the domain you are
connecting to and how the domain applies in your environment, then you
will need to revisit this step when you have that information and access.

September 9, 2008 = Version 1.0 Installing Cisco ICM (Router) ® 6
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EﬂIEM Domain Manager i

File Help

4

=10l x|

— I@ Domains
Seleck |

__ Cimen =
] Cisco pook

add |

Remoye

— EE| Facility

add |

Bemove

— = Instance

add |

Bemove

= ﬁ Security group

[Membets |

Help

Close

o

a. This example was installed on a server that was a DC with a test domain of

TOPSRCK.COM.

b. Click the Select button under the domains section to start.

September 9, 2008 = Version 1.0
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select Domains I x|

Enter domain name: Selecked domains:

I | £idd TOPSRCK.COM

—Filker domain chaoices
¥ Forest
A7 Trusted %

" Bath (Forest and Trusted)

Choose domains;
add> |

= Remoye |

eddelss |

<< Remove Al |

K Cancel Help

a. You should already have a domain selected — Click OK.
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5¥1 ICM Domain Manager A L Y ] 24

File. 'Help

@ TOPSRCK.COM = @ Comains

Select |

= 'ﬁ Cisco root

add | Bemoye |

ICM Domain Manager - Error _;

Q Error creating Cisco rook Ik

—Errar Details

Error: Target Domain MUST be in NATIVE mode
Lacation: TOPSRCK,.COM

Code: 0x72 (114)

Message:

|
Help Close |
8. /4

a. You get the error shown if your domain is not in the Windows 2003

functional level (Native).
b. Now you can select Add to add the CISCO ROOT button to your new or

existing domain.
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E_!'IIIEM Domain Manager

File Help

El--@ TOPSRCK,COM
ﬁ Cisco_ICM

=10 x|

- @ Domains
Select |

- tm'“’ Cisco rook

Add Remove

- B Facilicy l%

add | Remaie

— = Instance

Sd | Remave

e ﬁ Security group

[Membets |

Help | Close

4

a. Here you will add the Facility OU and the OU will automatically create the

objects under Facility.
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Eil= Help
=2 TOPSRCK.COM ~ 2 Domains
=-fe Cisco_TCM
m onfig Select |

Setup
Wiebigm

__ Cisen -
] Cisco pook

Gdd | Remnve

— EEf| Facility

fdd Remove

% — i3 Instance

Add | Remave

= ﬁ Securiby group

MeEmbers |

Help | lose

a. Now you can add the Instance OU.
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.'._ﬂIEM Domain Manager ;I—D—IEI
File Help Add Instance b EI

El--@ TOPSRCE.C —" Enter instance name
= f Cisco_T
-l Cor |

~{% Select existing instances

Inztance | Cramain | Femnye

Femove

e

Remove

QK %I Cancel | Help |
| Close |

11. i

a. Select the Domain with the Cisco Root and Facility, then select OK.
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Eﬂ'IEM Domain Manager

File Help

E-E TOPSRCK,COM
Elm Cisco_TCHM
--ffF Canfig
Setup
452 WehView
=1kl TOPSRCK
-4 Canfig
Setup
473 WWebview
=13 TOPS
42 Config
Setup
47 \WebYiew

12.

4

% [ .4

— I@ Domains
Seleck |

__ Cimen =
] Cisco pook

add | Remaye |
— EE| Facility

add | Femaye |
— = Instance

Add | Remave |

= ﬁ Security group

Members |

Help |

£

a. Now that all the OUs are created, you can start adding the Members to the

Security group(s) for each object.

September 9, 2008 = Version 1.0
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Security Group Members

—aroups
571 1M :
5 Marme |
Fife Hi

ol |

€5 TOPSRCK_Cornfig
€7 TOPSRCK_TOPS_Setup

i

—Users

Marme | User Logon Mame

Add Remtive

Cancel

Help |

a. Here is where you will start assigning users to the Security Groups.

b. This same task will be repeated for the Config, Setup, and WebView object

in each OU to add DomainAdmin or other designated User to each object.

14. While assigning the DomainAdmin, if you have a listing of the users who will

participate in the different ICM functions, you could add those users as well at this

point; however, you can do this step at a later time.

September 9, 2008 = Version 1.0
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Security Group Members

o1 1CM

File. Hi

a5

15.

—iaroups

Marme |

€7 TOPSRCK_Setup

—Lsers

Mame | Ilser Logon Mame

add REmnvE

Cancel

Help

a. Select Add and you will go to the Search Screen.
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Security Group Members. x|
Add Members to Security Group } il
m = Filcer list of users QIEI
Fifie
Domain | TOPSRCK.COM =]
E.. ; ; [ —=1
Optional Filker Condition Yalue

Ir'-.lame j IC:::ntains j | adrmini
B

Hame | User Logon Mame |
ﬁ Administrator

% (a4 Cancel Help

a. In this setup, we are only selecting Administrator as an example.
b. When all users have been added, you can close the ICM Domain Manager

for the next steps.
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Cisco ICM Setup ) x|

—ICH |Instances — Inztance Components
Add Add
Edit | Edlit |
Delete | [relete |
| pgrade Al | Domain b anager

¥ Frompt for Secunty Hardening Help Exit S etup

17. 8
a. Select your ICM Instances, and then Select the Instance Components’ Add

button.
_-:—_ = . EI
ICM Component Selection ] x| ;
b= |_|: -
Adrmirn woorkatation Peripheral Gatewan Q
Router CTI Server
Lagger

Metwork Gateway CompuCall Server Gateway

Application Bridae Server |

MEI Server Outbound Dption Dialer
wetiview |
= Help | Cancel | —
W ﬂ
18.
a. At this screen, select the Router button.
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A

Router Properties B

—Mode kanager properties
¥ Production mode

IV Auto start at spztem startup

%’i Duplexed Houter

D atabaze routing
[T application gateway
[ Remate Metwork Routing

WAk 1D |l'i

[ Mo system reboot on enor

— Side
i+ Side & " Side B

Cirivve; P Language;

Englizh [Amerizan]
Englizh [United Kingdaom]

19.

a. Under Router Properties, you should have these defaults.

i. Production Mode

< Back I Hest » I

ii. Auto Start at System Startup

iii. Duplexed Router

September 9, 2008 = Version 1.0
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Router Cormponent Properties 1

Metvork inteiface controlers

Caf e | e | Corbie

iauesinap, Comioue | = L Cerfiniie.
™ Caln: Corfigure I e
I CRSP: CariEute [ 557IM: Cerfiure

M cwi Erfigire I I Stertor:
[ GETME e = I [ TIM AR

I~ IMCRP- :'.I"Figl.ll'.'.

I~ MCI: Eomfipie I

~MDOS brmed delfvery qusus

Cueztamer (D ;D |rtarvat =11] W Dizable ICM tme synchronization

Thesshokd (57
' s

W

Hep | ¢ pack Het> | Cancsl

20.
a. Keep the defaults and select Next unless you have a known Network
Interface.
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A

T B
o 10
m o m
o o
T3z [ 34
o 42
[ 49 I 50
o m

Tes [T Es
m . m

— Peripheral Gateway devices

Device Management Protocol Properties y

m m m:
[ S
o om o om
Cex 28 [T 29
wm omes om
m om omo
o om m
o om o m
| BEENN] (CRERS] B
wm: om om

mE me W
e ms mo
o o m
s mc mc
[C38 [T 39 [T 40
m: om omo
[Cisa [T55 [T 56
62 [T 63 [T B4
| (R e
moom m

Dizconnect warnings

Timeout:
Report interval:

|1 20000

300000

Help

¢ Back I Hewt » I Cancel

21.

a. Select the Devices, then click Next.

i. Note: You may come back to these settings and change them at

any time.
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Network Interface Properties 1. x|
- Router private interfaces
Node & [HOUCCRGRA
Mode A high: IHE!LIEI:FEGFL-“-‘-.H
Nods B: |HOUCCRGRAP
Node B high: [HOUCCRGRAPH Hos...
—Router visible interfaces
Node & |HOUCCRGRE
Mode & high: |HE!L|EEFEGFEBH
Nods B: |HOUCCRGREP
Mode B high: [HaUCCRGREFH Hes
Help < Back IWI Cancel
22.
Enter your Node information here with Valid domain names.
These CVP Servers should have already been set up prior to the ICM
install.
c. Select the QoS button for each interface.
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|

Central Controller Private Link QoS Settings (Side &)

[T Use Packet Scheduler ¥ En
—Select Metwork Interface Card

— 1005 Setkings For Outgoing Traffic

Taokal usable bandwidth (kbps): |

DsP g0z, 1p Bandwidth Percent
HohPriorty — [arzizey =] | =] I J
Mediumn Priority I AF11(10) j | j |

LowPriority — [aF11io)  w] | #
K I Cancel | Help |
23, —

a. Select the Enable QoS box and Enable the Packet Scheduler [not

=

shown].
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— T
Central Controller Private Link Qo5 Settings.{‘j'rdﬂ-iﬁ}g ﬂ i‘
v lse Packet Scheduleri [+ Enable QoS
—%&ct Metwork Interface Card
00151780827 c, IntellR) PROY 1000 PT Dual Port Server Adapter #2
; 7d, Inkel{R) FRO1000 PT Dual Pork Server Adapker
001 e4f 1c52Fd, Broadoom BCMSF0SC Mek¥trerme IT GigE (MODIS VED Client)
001 e4f 1c52FF, Broadoom BCMSTOEC Metxtreme IT Gige (MDIS WED Client) #2
— 05 Setkings For Qukgaing Traffic
Tatal usable bandwidth (Kbps): | 1544
DSCP 802.1p Bandwidth Percent
High Priariky I AF31(26) j I 03 j I =0 J
Mediurn Prioriky: I AF11E10) j I 01 j I 25
Lows Pricrity |aFtigioy =] ot R |25
K I Cancel | Help | J
24 . eommm—— |
a. Select the Interface that the software will be working on and the QoS
settings for bandwidth.
b. Repeat the same process for the other network interface and its role.
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ICM Setup: topsr ) x|

Check Setup Information

Setup haz enough information to beain the file-transfer operatian.
[f wour want to review or change any of the zettings, click Back.
IF zatizhied, chck Mest to begin copying files.

Curment Settings:

Setup Type:
Router, zide &

Target Directaon:
C:Aicmn

Configuration:
Router iz duplexed

kicrozoft Windows DHCP Media Senze iz disabled.

‘| | ;Ij

[FatallEhield

25.

a. Please review all the settings for the setup, then select Next.

Restart Windows ]

Some files could nat be updated becauze they are curently in Lze

by other programs on the zpztem. Files in uze will be updated the
next time pou restart your spstem.

% Nes | want bo restart my computer riow.;

= Mo, | will restart my computer later,

a. At this point, you do want to restart the server. Select, “Yes, | want to

26. ™

restart my computer now.”

September 9, 2008 = Version 1.0 Installing Cisco ICM (Router) ® 24

This document and the information it contains is for FAA San Diego’s use only and is not for resale and/or revenue generation purposes to third parties.



((

AT&T Consulting Services

=
-4

Installing Cisco ICM (Logger)

1. Putin the CD Marked Cisco ICM Enterprise 7.0
a. STOP! You will need to have Microsoft SQL 2000 SP4 installed for this part
of the setup to work.
b. STOP! You will also need to set the Microsoft SQL 2000 SP4 into Binary
Sort Mode — This is done by rebuilding the Master Database, using the
rebuild utility that came with SQL 2000.

1CN Setup
Warsion T4

Copryrigl © [ 999205 Clscn Syedems, e,

Ciseo Srsreus

2.
a. The auto-start of the CD produces the splash screen.
Missing Windows Components B il
<P The Windows component "WHI Windows Installer Provider” has not been installed. This
g.,_ff) missing \Windows component is required For proper Funckioning of the "Cisco Contack
Center SNMP Management” service, Cisco recommends that yvou install this Windows
companent now, Then select the "es" butkon ko continue the ICMIIPCC installation.
To install the Windows component, follow the instructions in the document, "Cisco
ICM Release 7.0 Staging” under the section "Contact Center SMNMP Prerequisites,”
If wou choose bo continue without instaling the Windows "WHI Windows Installer
Provider" component, wau may shill install it after the ICMJIPCC installation has
completed withuut%egative impact on the installation process,
Do you wank bo Continue? Select Yes ko continue, Mo to exik,
Mo
3.
a. You must make sure you have or will do the correct SNMP & WMI
installation and setup so you can finish installing the Cisco ICM software.
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Please refer to the SNMP & WMI section of this document or access the

ICM/IPCC Staging Document from Cisco.

=
<@ This server does nok have Cisco ICM security hardening applied,
l Do wou wank to secure this server?
Mo
4.
a. Select NO — Do NOT apply the hardening.
Cisco ICM Setup e x|
—ICH |nstances —Inztance Components
Add | Add
Edit | E dit |
Delete | Delete |
pgrade Al | Cromain M anager |
¥ Frompt for Secunty Hardening Help Exit Setup
5.
a. Select Add for Instance Components
i. Note: This example assumes that you have already set up the ICM
Router and have addressed the Domain Manager section under the
Installing ICM Router topic.
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Logger Properties .. !

—Mode Manager properhies
¥ Production mode

v futo start at ustem startup
v Duplesed Logger
I-V[ Historical Data Feplication

o suztem reboat on errar

™ Mo system reboot on request

~ Logger Type—— — Side
& Standard ¥ Side &
7 NAM " Side R
" CICM

Dirive: (BENTPERE F rglish [American]
Englizh [United Kingdam]

Help | < Back I Hemxt > I Cancel |

a. From this screen, select the following choices (If not already the default).
i. Production mode
ii. Auto start at system startup
iii. Duplexed Logger
iv. Historical Data Replication

b. You will need to have Microsoft SQL 2000 SP3 installed for this function,

with its sort method changed to binary.
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atat
i
—ICM Instances — Instance Components
| Add
Edit | Edit |
Delete | Delete |
|parade Al | D arnain b anager |
¥ Frompt for S ecurity Hardening Help | Exit Setup |
7.
a. Select the ICM Instance, which should already been defined.
H‘ — EI
ICM Component Selection ] il
- “: L
Adrmin Wwoarkstation Peripheral Gatewan L\\SJ
Router | CTI Server |
Logger | Apphcation Bridge Server |
Metwark Gateway | CompuCaLL Server Gateway |
ME| Server | Outbound Option Cialer |
Webiiew |
i Help Cancel =
W | | | ﬂ
8.
a. Select the Logger button.
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atat
Logger Componenkt Properkties = 5[
— Cuztomer support
Earfigure... |
— Duthound Option
[™ Enabled Eamfigure,.. |
— Logoer database configuration
Purge...
Help < Back | et 1% I Cancel
9.
a. Keep the defaults, then select Next.
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Metwork Interface Properties b

%

A

— Router private interfaces

W |HRUCCRGRAP

Node B |HOUCCRGRER
—Logger private interfaces

e [HQUCCRGRAP

Mods B: |HRUCCRGREA

3

Help < Back I Mest » I

Cancel

10.

a. Enter your Logger information, then select Next.
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ICM Setup: topsr ' x|

Check Setup Information

Setup haz enough information to beain the file-transfer operation.
[F pwou want to review or change any of the zettingz, click Back.
If zatizfied, click Mext to begin copying files.

Curment Settings:

Setup Type: ;I
Logger, side &

T arget Directon:
C:Aicmn

Configuration;
Logger iz duplexed
Phone home iz dizabled
Logger kype iz Standard

Kl _>IJ
[FatallEhield
Cancel |

< Back

11.

a. Confirm the setup information.

Initializing Mode Manager service ...

12.

a. Make sure that Node Manager service is installed.
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atat
ICM Setup: topsr |1
Setup Incomplete
The central controller databaze must be created by manually
running the [CMDOBA application.
Click Finizh toexit Setup.
Z Back Finizh Eancel |
13.
a. You must finish and run the ICMDBA application from the desktop to
complete the Logger installation.
run 21x|
= Type the name of a program, Folder, document, or
Internet resource, and Mindows will open it far yau,
Cipen; | icrndba j
K, I Zancel | Browse, ., |
14.
a. Go to Start > Run > then type icmdba and click OK.
b. The ICMDBA already should have been installed.
ICMDBA . x|
:{) tempdhb is below the recommended size (100 rtg) Stould wou like to expand it?
15.
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a. Select YES for expanding tempdb.

ooss 5
\ ? ) tempdb log is below the recommended size (50 ME}. Would you like ko expand it?
G
16.
a. Select YES for expanding tempdb log.
-_':""'qvi'Tm' FGSSWG1 - ICMDBA
ﬁatal:uasﬂ Miew Server Data Help
Serwrs
|: O swCTAG-FGESWEL
=) My Instaru:es
- EYER
| ) ch@er.ﬂ.
3 Tempdb
17.
a. Select the object you will be working on (“LoggerA”) to start creating the
databases.
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4

ES'U'ETAE—FESSWEI - ICMDBA

File Database Wew Server Data Help

G| ®

E--EE Servers
= g svCTAG-FESSWGEL
E@ Instances
EI@ Lopsr

18.

Creake

Belete
Estimate
Expand
Recreate:

Praperties

a. Select the Logger you created the databases on and then RIGHT click and

select Create.
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19.

'ﬂ&":‘LIHL-#‘LEEWhi = ICMERE R
flle. Datshase ‘Wew Zerver Dotz Hal

al s

E-;g SErwErS
21 B SWCTAG-FESSWIEL
HE Instances
i Elw topsr
L i Loggerd
1 'B:’ Tﬂ'ﬂﬂﬁ

1CMDEBA |

\'{) o1 Earverb nat configured propetly. Do yous want to corfigure E now?

a. Select YES to start defining the SQL Server.
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| Comhigeee - SYT TAG-FGSSWLT

a. From the defaults, the only change that should be required is to set

“Recovery Interval” to [1].
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T SWCTAG-FRSSWEL - ITMDEA

flb Oashase Wisw Ssrver Dgts Help

ﬁg ‘.?I
=HLEE Servers

= [ svoTac-FesswE]
EIE Instarces
EE - B
. .48 Logoerd
3 Tempdb

Stop Server-SYCTAG-FGSAWE] __H

% ivipast To cictn e
= |

a. Select YES to stopping the SQL Server.

21.
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N CTAG-FGISWEE - ICMDER

Bl Qalabass Wew Saver Daba Heb
4l 7]
= ta Sefvwars
- [F SuCTaGFaEaE]
=Bl Trataces
= g topwr
“E Laggert
i X
s s [Ce=]
- Configusalion Cancel |
D8 Type |siden =l Fegon [NoahAmeica =] _ Hep |
IEM Type [Franiond =] opasions |
[ Storage
_Deviefiame | Type [ Orive | Sue |
.Hlﬂa| I Fdr I Rrmone I
22.

a. Now you can create the two databases needed for the ICM Logger.

b. You should do capacity planning to estimate your needs, so you can set the

size of each database.
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a. First, set the Data Database and select OK.
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a. Now, select the size of the LOG Database.
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f:ﬁ'l‘l'. TAG-FGISWEE - [TMDEA

File. Databace §ew Sarver Daa Help

al 3

E‘-f_ﬁ Seees
[F1 (& sCTAG-FEETEL
=] B tretancas
= ¥ topse
-] Loggerd

E-aﬁ:mp’dh _ A
e ooy i
- Conliguishon Corcel |
D8 Tups [siced =1 Regon [Moth Ameica *] Heo |

1CH Type [ ladad = Ceattione: |

d

- Storage’ s

Device Harme Type | Drive | s2e |
tops:_shdediC daka 30020,0008

Etops sdedlogl log  C 500,008

25.
a. After reviewing the Database options, you may now select CREATE and you
will have two new Databases for the Logger.
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'fﬁ\i'l'_ TAG-FGASW] - I MDBA
File:  Gatabsse iow: Server | {aba - Help

E1Ka)

=)L servers
=1 [ SWCTAG-FEESWG!
=1-88 Instarces
= w bops
i Loggera
3 Tempdb
Create Database 3l

Stored procedures 1o detenring the 1D value o be used fon sach labie, :j
Stored procedures 1o implament subsr ping lai the Canfigurs ICM grids,

Add e inkal data lo Lopger databace.

Inkialze the Mexst_dvalable_Mumber table

Inkial region dafa for Noith America

bl e il dats lon sacunity bebles.

uded b ikl data for schedule ink tabiee,

Add the Cisco provided Expanded Call Vanables

Migrabng Dialer data

Setting Datzhaze Varsion lo Majer 35, dwMince 1, C0M o 1, IPCCMinar 0
tops_wded_datad

lopg_swded_lgl

.&L!FI_:IH DATABASE topzi_sdet MODIFY FILE [ NAME = topsr_side®_logl. FILEG
tempdey

lamplog
ALTER DATABASE lempdh MODIFY FILE [ NAKE = lerplog, FILEGROWTH =0
[ratabise topsi_sided, has been ciealed succesziulyl

S

26.
a. After you select the Start button, you will see the software create all the

database structure, then select Close.
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T WCTAG-FGSSWE] - ICMDBA
File Dababase View “Servey Defas Hep
4al 2|
E"E Servers
= O svCTac-FaEsswEl

=B Instances

Lo g ropsr

| @S Loggerh
Lo Tempdo

icvosa

L) o the A
Mméw su:?mm ICM bopst Logger

27.
a. Select YES to restart the Logger.
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ﬁS?ETAE—FESSWEl - ICMDBA

Eile Database ‘“iew Server Data Help

4| 2|

EI--EE Servers
= swoTac-FEsswal
Elv@ Instances
El@ topsr
=+ Loggera
=8 | tepsr_sided
E} EBiggest Tables
E} Configuration Tables
Ei Historical Tables
<4 Tempdb

28.
a. Open the Database Icon under the LoggerA and review the tables.

29. You have now completed the installation of the Logger part of the ICM install.
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Installing Cisco ICM (CTI Server)

1. After the system has been prepared with Windows 2003 R2 Server, put in the CD
marked Cisco ICM Enterprise 7.0.

1M Setup
Warsion 74

Copyright © 1998205 Ciscn Syebems, lnc,

Gisto SrsrEus

a. The auto-start of the CD produces the splash screen.

Missing Windows Components B _ il

:\t) The Windows component “WHI Windows Installer Provider” has nok been installed. This
-

missing Windmss component is required For proper Functioning of the "Cisco Contack
Center SNMP Management” service, Cisco recommends that wou install Ehis Windaws
component now, Then select the “Yes" button to continue the TCMITPCC installation.

To install the Windows component, Follow the instructions in the document "Cisco
ICM Release 7.0 Staging” under the section "Contact Center SNMP Prerequisites,”

If wou choose to continue without installing the Windows “&MI Windows Installer
Provider" component, you may still install it after the ICM/IPCC installation has
completed withnutl%egative impact on the installation process,

Do wou wank bo Continue?  Select Yes to continue, ko ko exit,

a. You must make sure you have or will do the correct SNMP & WMI
installation and setup so you can finish installing the Cisco ICM software.
Please refer to the SNMP & WMI section of this document or access the

ICM/IPCC Staging Document from Cisco.
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atat
Apply Security Hardening 5[
<@ This server does nok have Cisco ICM security hardening applied,
Do wou wank to secure this server?
Mo
4.
a. Select NO — Do NOT apply the hardening.
ICM Component Selection El
Fenpheral Gateway |
Router | CTI Server [: |
Logger | Application Bridge Server |
MNetwork G ateway | CormpuCal L Server Gateway |
MEI Server | CDutbound Option Dialer |
Webhiew |
Help | Canicel |
5.
a. Select CTI Server.
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4

CTI Server Properties

—Mode Manager propertiez

V¥ Auito start at system startup
[T Duplesed CTI Server

- CG node properties

ID: LG 1

ICh zpztem D |1—
&+ Side s,

" Side B

Cirive: P Language;

Englizh [Amerizan]
Englizh [United Kingdom]

Help

Cancel

< Back I Hesxt » [_: I

a. Select Production Mode

b. Select Auto Start at system startup

c. Select Duplexed CTI Server
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CTI Server Component Properties

7.
a. Keep the default and port number unless you have one already planned
and opened at the firewall.
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CTI Server Network Interface Properties N

— PG private interfaces

Hode A Ihadfescﬂ

MHade B: Iaadfescﬂ
— LG private interfaces

MHode &; |aadfescs1

MHode B: Iaadfescﬂ
— Ll wizible interfaces

Hode &; Iaadfescs1

MHade B: |aadfescs1

Help < Back I Hent » I% Cancel

a. Enter the corresponding node names here, then select Next.
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ICM Setup: tops ] il

Check Setup Information

Setup haz enough infarmation to beain the file-tranzfer operation.

[f your want to review ar change any of the zettings, click Back.
IF zatisfied, chok Mext to begin copying files.

Current Settings:

Setup Type:
CTI Gateway, zide &

| v

T arget Directaony:
C:Aicm

Caonfiguration:
PG node iz aadfescs]

CTl Gateway iz simplexed .
DMP address iz 1

f i

|matallEhield

< Back

Cancel |

a. Confirm all the settings, then select Next.
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IC™ Setup: tops
Setup Complete
Installation is complete, Y'ou may start the |CM Node Manager
service now by checking the box below,
[T Mes. start the ICM Mode Manages
Click. Finizh to Complete Setup.
¢ Hach I Firizh i I Canoel
10.
a. When setup is complete, select Finish.
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Installing Cisco ICM (Admin
Workstation)

1. After the system has been prepared with Windows 2003 R2 Server, put in the CD
marked Cisco ICM Enterprise 7.0.

1M Setup
Warsion 74

Copyright © 199205 Cisco Syebems, lnec,

Ciseo Srsreus

"

b. The auto-start of the CD produces the splash screen.

Missing Windows Components 3 ! il
<P The Windows component “WHI Windows Installer Provider” has nok been installed. This
uq() missing Windmss component is required For proper Functioning of the "Cisco Contack
Center SNMP Management” service, Cisco recommends that wou install Ehis Windaws
component now, Then select the “Yes" button to continue the TCMITPCC installation.

To install the Windows component, Follow the instructions in the document "Cisco
ICM Release 7.0 Staging” under the section "Contact Center SNMP Prerequisites,”

If wou choose to continue without installing the Windows “&MI Windows Installer
Provider" component, you may still install it after the ICM/IPCC installation has
completed withnutl%egative impact on the installation process,

Do wou wank bo Continue?  Select Yes to continue, ko ko exit,

a. You must make sure you have or will do the correct SNMP & WMI
installation and setup so you can finish installing the Cisco ICM software.
Please refer to the SNMP & WMI section of this document or access the

ICM/IPCC Staging Document from Cisco.
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atat
Apply Security Hardening i x|
<@ This server does nok have Cisco ICM security hardening applied,
Do wou wank to secure this server?
Mo
4.
c. Select NO — Do NOT apply the hardening.
Cisco ICM Setup x|
—ICH Instances —Inztance Components
Add Logger? Add
Edt_| il Edt |
Delete | Delete |
Upgrade All | Cromain M anager
¥ Frompt for Secunty Hardening Help Exit Setup
5.
d. Select Add for Instance Components.
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CM Compon

P s —

o 1 ent Selection .

d

Adrin Workatation

R outer

Feripheral Gateway

CTI Server

Loager

Application Bridage Server

Metwork Gateway

CompuCaLL Server Gateway

v |

ME| Server Outbound Option Cialer

weRyiem |

Help | Cahcel |

0

e.

Select Admin Workstation.

Admin Workstation Properties i

— &dmif Y ork st ation Configuration

* Client (Mo Realtime Distributor]

™ Realtime Distributor

— & Type
{*' Standard

™ Limited Ak
 Network 2w [MaM]
™ Mebwork 2w [CICK]

¥ Production Mode

P

T arget drive:

L :
arguage | Englizh [£&merican)

]

f.

Help | < Back I ﬂe:-:t>i I Cancel

Choose the defaults, then select Next.
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(

Admin Workstation Client Properties

Real Tirme Distributars

%

Primary diztrbutor;

Secondary diztnbuton

aadfescs]

™ “Workforce Management

™ Outbound Option Support

Help < Back et » [ ! Cancel
8.

Choose the defaults, then select Next.
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ICM Setup: tops x|

Check Setup Information

Setup haz enough infarmation to begin the file-transfer operation.
[f you want to rexiew or change any of the zettings, click Back.
If zatizfied, click Mext to begin copying files.

Current Settings:

Setup Type: ;I
Adrin Warkstation Client

T arget Directony:
C:Nicmm

Configuration;
Feal Time Distributor: aadfesce] /aadfesce]

K

|ratallE bield

¢ Back

_>I_I
Cancel |

h. Select Next.

September 9, 2008 = Version 1.0 Installing Cisco ICM (Admin Workstation) ® 56

This document and the information it contains is for FAA San Diego’s use only and is not for resale and/or revenue generation purposes to third parties.

((



AT&T Consulting Services

=

Setup Complete

Inztallation iz complete,

Click Finizh to complete Setup.

10.

i. Select Finish.
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Installing Cisco ICM (Peripheral
Gateway)

1. After the system has been prepared with Windows 2003 R2 Server, put in the CD
marked Cisco ICM Enterprise 7.0.

1M Setup
Warsion 74

Copyright © 199205 Cisco Syebems, lnec,

Ciseo Srsreus

"

a. The auto-start of the CD produces the splash screen.

Missing Windows Components 3 ! il
<P The Windows component “WHI Windows Installer Provider” has nok been installed. This
uq() missing Windmss component is required For proper Functioning of the "Cisco Contack
Center SNMP Management” service, Cisco recommends that wou install Ehis Windaws
component now, Then select the “Yes" button to continue the TCMITPCC installation.

To install the Windows component, Follow the instructions in the document "Cisco
ICM Release 7.0 Staging” under the section "Contact Center SNMP Prerequisites,”

If wou choose to continue without installing the Windows “&MI Windows Installer
Provider" component, you may still install it after the ICM/IPCC installation has
completed withnutl%egative impact on the installation process,

Do wou wank bo Continue?  Select Yes to continue, ko ko exit,

a. You must make sure you have or will do the correct SNMP & WMI
installation and setup so you can finish installing the Cisco ICM software.
Please refer to the SNMP & WMI section of this document or access the

ICM/IPCC Staging Document from Cisco.
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atat
Apply Security Hardening i x|
<@ This server does nok have Cisco ICM security hardening applied,
Do wou wank to secure this server?
Mo
4.
a. Select NO — Do NOT apply the hardening.
Cisco ICM Setup x|
—ICH Instances —Inztance Components
Add Logger? Add
Edt_| il Edt |
Delete | Delete |
Upgrade All | Cromain M anager
¥ Frompt for Secunty Hardening Help Exit Setup
5.
a. Select Add for Instance Components.
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ICM Component Selection

X

Adrin Y orkstation Feripheral Gaterga_l,l
r‘“
Router CTl Server
Logger Application Bridge Serser

M etwark Gateway

CompuCaLL Server Gateway

MEI Server

CDutbound Option Dialer

walebiem

Help | Cancel |

a. Select the Peripheral Gateway button.

- Mode Manager Properties

¥ Praduction mode

Peripheral Gateway Properties

PG MNode Properties

ID: |F'I3'I "I

% Side &
" Side B

W Awto start at sypztem ztartup

v Duplexed Peripheral Gateway

— Clent Type Selection

&vailable types: Selected ypes:

ACPI000 -
Alcatel

Azpect

Drefinity

Dr5100

G2

Falazy

IPCC Enterprize G ateway
|PCC Expreszs Gateway
IPCC Spgtem

kd110

Calltd anager

<4 Bemove |

L4

EE=LRBERER F glizh [American)
E nglizh [United Kingdom]

Dirive: _

Cancel

Help | < Back | HEN
L
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a. Select the Client type and make sure all Node Manager Properties are
checked.
b. The Client Type should be CallManager, depending on the installation.

Add...

Edit:;

[Telete

[

Add PIM ] ]

Clignt Type:

Callk anager

Aovalable PIkS:

Fitd 2 vanced...
Fitd 3 4'
Fitd 4

FIM 5 |

S Setting ——
ok, I % Cancel | Help | 1ES hode
e
B £ ERS-PHD Moude
[T SueueReparting [ Usirg M&PD

Help | ¢ Back | Hewt > | Cancel

a. Select the Peripheral Interface Manager (PIM) you need, then select OK.
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x|
Add...
x| Edit... |
¥ Enabled e |
Peripheral narme; {ACD 1
Fenpheral [0 lEDD”
Agent extenzion length: I?
— CallManager Parameters esEa
Service |44FESCCMT
Uzer Id: |'I
FCS Setting ——
Uzer pagsword: Im“ R AT A e
b ode
S .
B} Cancel | Help | I el
Ilr‘ng fel s L
T
Help | < Back | Mest » | Cancel
9.
a. Enter the configuration and enable the PIM, then select OK.
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atat
ﬂ
" Side & preferned
" Side E prefened
&+ Mo side preference
— Side A properties
% CalFouter is local
" CalFiouter is remote i)
Uzable Bandwidth [Kbps): |3|:||:||:||:|
Heartbeat [nterval [100m:s]: |4
—5Side B properties
% CalFouter is local
" CalFiouter iz remote W]
Usable Bandwidth (kbps): Ig|:||:||:||:|
Heartbeat |nteryal [100ms]: |4
Help < Back | MHewt » I Cancel |
10.
a. Enter the settings required for the PIM Properties.
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Peripheral Gateway Component Properties = il

— Peripheral Interface M anagers

Fitd 1: Enabled, FID: 50071, Callk anager Add. .

Edit...

i

Delete

— Peripheral Gateway configuration
Logical contraller (D
CTI Call*rapup Data delay:
™ Demand command sener
™ EventLirk
[T WIS Enabled

— %R Reparting

= Event Feed

£ Service Cantrol

[T Gueve Beparting

B0l
—

Advanced... |

— Definity ECS Setting. ——
€ Hon ESS Mode

€ E5S Mode

{7 E&S-PHD Mode

[ Using WAFD

11.

Help < Back | Mewt » ;EI Cancel

a. Enter the logical controller ID —5001 is a preferred setting.
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—Private Interfaces:

Peripheral Gateway MNetwork Interfaces D

%

A

PG private &; |aadfescs1
PG private & high: |aadfegcs1
PG private B: |aadfegc31
PG private B high: Iaadfescﬂ Ho5. .
—Mizible Interfaces:
PG wisible A: |aadfescs1
PG wizible B !aadfescs'l
R outer vizible &; Iaadfescg'l
R outer wigible & high: Iaadfegcg'l
R outer vizible B: IaadeSDﬂ
Fouter vizible B high: Iaadfescs'l o5,

Cancel |

Help < Back | Mest » [_: I
12.

a. Match the settings for the connection required for CVP connectivity, then

select the QoS button for the interface.
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PG Private Link [Jo5s Settings (Side &)

¥ Use Packet Schedulei v Enable QoS

— Select Metwark [nterface Card

(07 a646E0e10, Broadeam BCMEATOEC Het<treme || GigE [MDIS WEBD Chent]
001ak4660e12, Broadcom BCMBYOEC Met<treme || GigE [NDIS YBD Client] #2

— [oS Settings for Dutaoing Traffic

DSCR 802.1p

T otal uzable bandwidth [Kbpz]: |1 F44

B andwidth Percent

High Fricrity l.ﬁ.FE'I [26] j i|:|3

RN ED

M ediurm Pricrity I,t"-,F] 110

| o

R S

Lo Pricrity |,a.'|:1 1[10]

=] |n1

x| |=

Cancel |

- —

13.

a. The default settings should be correct; but should be supported by the

switch, firewall, routers, and ISP if connecting over the WAN.
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m PG ¥isible Link QoS Settings

[+ Use Packet scheduleri [ Enable QoS

=

Select Metwark Interface Card

N01af4660e10, Broadcom BCMSFOSC Mekktreme IT GigE (MDIS WED Client
N0lagdeclel 2, Broadoom BCMSFOSC Mekytreme IT GigE (MDIS VED Client) #2

— oS Setkings For Cukgoing Traffic
Total sable Bandwidth (kbps):

Side & I 30000

Side B I 30000

Dok g0 1p

Bandwidth Percent

High Priarity | AF31(26)

= [w

Mediurn Priariky | AES1i26]

ERE

Low Priotity | AFL1(10)

=] o

Cancel

L=

| Help |

=

14.

a. The default settings should be correct for the second connection; but

should be supported by the switch, firewall, routers, and ISP if connecting

over the WAN.
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ICM Setup: tops X|

Check Setup Information

Setup haz enough infarmation to begin the file-transfer operation.
[f wou want to review or change any of the zettingz, click Back.
[ zatisfied, chck Mext to begin copying files.

Current Settings:

Setup Type:
Peripheral Gateway, zide &

T arget Directony:
C:4icrn

Conhiguratiorn;
DMF addresz iz 1

j
Calltd anager peripheralz

-
1| | 3

Peripheral Gateway iz duplexed
| rietallS kel

< Back Cancel

15.

a. Review all the settings, then select Next.

Restart Windows 1

Some files could not be updated becauze they are curmently in use
by ather programs on the sustem. Files in uze will be updated the
niest time you restart pour zpsten.

% Hes | want bo restart my computer fow

7 Mo, | will restart my computer later. %

16.

a. Select YES, then select OK to reboot the server.
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Network Card Settings

1. To set up the network card settings:

a. Select Start > Control Panel = Network Connections then, in the menu bar,
click Advanced > Advanced Settings. The Advanced Settings dialog box
appears.

b. Use the following guidelines to configure network card settings:

i. Rename each Local Area Connection to private, visible, and
san as required.

1. In the Advanced tab to the connection properties, configure
the network (link) speed and duplex mode.
2. For example: Set card to 100 MB per second and Full
duplex.
a. Warning: Do NOT leave configuration set to Auto
mode.

c. In the Advanced tab, do the following:

i. In the Connection section of the Adapters and bindings tab, sort the
section so that the visible connection is at the top, the Private
connection is second, and any remaining connections follow.

1. For the Private connection, uncheck File and Printer
Sharing for Microsoft Networks and Client for Microsoft
Networks.

2. Move any disabled Bindings for all connections to the
bottom of the list.

d. Persistent Static Routes

i. For geographically distributed ICM software central controller sites,
duplexed Call Router and Logger components have a Private IP
WAN connection, used to communicate between Side A and Side B.
Because Windows only allows one default gateway for each

server (which sends the Private Network traffic to the Visible
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Network), you must add a set of Static Routes to all the servers
running the Call Router and Logger.
ii. On the Side A Call Router and Logger servers, enter route add
<networknumber>mask<subnet mask><gateway IP> -p.
iii. For example:
1. On Side A servers, enter route add 192.168.142.42 mask
255.255.255.192 192.168.141.126 -p.
2. On Side B servers, enter route add 192.168.141.64 mask
255.255.255.192 192.168.142.126 -p.
3. The network number of the remote Private Network is
192.168.142.42
4. The subnet mask for this remote network is
255.255.255.192
5. The gateway address for the Private Network Adaptor is
192.168.141.126

6. Note: The -p option sets the route as persistent.

SNMP Management

SNMP management support is installed and enabled by default on ICM/IPCC Enterprise
and Hosted Edition servers. However, to ensure seamless integration with the Microsoft
native SNMP components, installation of the Microsoft Management and Monitoring Tools
subcomponents is required.
1. To install these required subcomponents, from the Control Panel:
a. Select Start > Settings > Control Panel > Add/Remove Programs >
Add/Remove Windows Components
b. Select Management and Monitoring Tools.
i. Select Details.
ii. Select Simple Network Management Protocol and WMI Windows
Installer Provider.
iii. Select OK ,then select Next to continue with the wizard to install

these subcomponents.
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1. Note: You may need to have your Microsoft Windows 2003

Server CD handy to complete the installation.
iv. When the installation is complete, select Finish.

2. If SNMP management support has already been installed and configured for this
server, the existing configuration parameters should be collected so they can be
used to configure the components installed by ICM SETUP. These parameters can
be found on the property sheets associated with the Microsoft SNMP Service.

a. To collect existing SNMP properties:
i. On the Services MMC console, locate and select the SNMP Service in
the list.
ii. Select Start > Programs > Control Panel > Services.
iii. Select Properties (or select the Properties context menu).
iv. On the SNMP Service Properties dialog, select the Security tab.

1. Note the following settings and configuration data:

a. The state of the Send authentication trap checkbox.

b. The Accepted community names.

c. If Accept SNMP packets from these hosts is checked,
collect the host names and/or IP addresses
configured in the associated list box.

2. Note: If host names (vs. IP addresses) have been
configured, you need to determine the actual IP address of
each host name to configure the Cisco SNMP agents. For
security reasons, using static addresses for management
stations is preferred.

v. Select the Traps tab on the SNMP Service Properties dialog box.
vi. Collect the configured trap destinations and the associated
community name.

1. Note: If host names were configured for trap destinations,
you need to determine the actual IP address of each host
name.

vii. On the SNMP Service Properties dialog, select the Agent tab.

viii. Collect the information from the Contact and Location fields.
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ix. If the server has not been configured for SNMP manageability,
engage in a dialog with the customer IT professionals to:
1. Determine whether the customer desires SNMP
manageability.
2. Acquire the necessary configuration information to enable
SNMP access.
3. The necessary configuration information includes:
a. The IP addresses of the management station(s).
i. If using SNMP v1 or SNMP v2c:

1. Community names (if using SNMP v1 or
SNMP v2c)

2. Trap destinations and the community
name expected by each management
station

ii. If using SNMP v3:

1. User names

2. Authentication protocol used (if
authentication is required)

3. Privacy protocol used (if privacy is
required)

4. Trap destinations and the user name
expected by each management station

5. The installed Microsoft Management
Console Snap-In (Cisco SNMP Agent
Management) is used to configure the
SNMP properties. Please consult the
ICM/IPCC SNMP User Guide for details.

Installing the Windows Firewall

1. Load the appropriate Service Pack. Do not manually configure the firewall; use the

CiscolCMfwConfig application, which installs and configures the Windows firewall.

September 9, 2008 = Version 1.0 Installing Cisco ICM (Peripheral Gateway) ® 72

This document and the information it contains is for FAA San Diego’s use only and is not for resale and/or revenue generation purposes to third parties.



AT&T Consulting Services

=
-4

a. For additional information, refer to the Security Best Practices Guide for
Cisco ICM/IPCC Enterprise & Hosted Editions, Release7.0(0)
(http://www.cisco.com/univercd/cc/td/doc/product/icm/icmentpr/icm70doc
/coreicm7/config7/index.htm)

b. For detailed information on supported platforms for ICM software, see the
Cisco ICM/IPCC Enterprise & Hosted Editions Release 7.0(0) Hardware and
System Software Specifications (Bill of Materials)
(http://www.cisco.com/en/US/products/sw/custcosw/ps1001/products_use
r_guide_list.html)

c. For additional information on the Windows Firewall see the:

i. Windows Server 2003 Windows Firewall (WF)
(http://www.microsoft.com/technet/prodtechnol/windowsserver200
3/technologies/wf.mspx) Help: Windows Firewall How
To...(http://www.microsoft.com/technet/prodtechnol/windowsserve
r2003/library/ServerHelp/005d7651-fefa-4e00-8f55-
714fc0175fel.mspx)

Remote Monitoring System Requirements

1. Follow the instructions below if you plan to use the Phone Home capabilities of
Cisco Remote Monitoring System (RMS) software. The RMS software sends events
to the Cisco Technical Assistance Center.

a. Note: Enable the Phone Home system on servers running the Logger
component

2. Drive Shares

a. You must configure a hidden share folder on the C drive of servers
running the Logger component in order for RMS Listeners to access Phone

Home events.

Routing and Remote Access Configuration

1. If the Logger is using Phone Home functionality via a modem, you must configure

a Listener server for Routing and Remote Access. This provides dial-up access to
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the Listener for the Remote Monitoring System (page 94) and Phone Home
functionality.
2. Typically, a deployment also has one Peripheral Gateway that the Cisco Technical
Assistance Center can access.
a. Note: When monitoring pre-ICM 5.0(0) systems, you must use Windows
2000 as your operating system due to the NET BEUI requirements for RMS.
3. When Monitoring ICM 5.0(0) and ICM 6.0(0) systems using NET BEUI, you must
have Windows 2000 as your operating system until you reconfigure the Logger to
use TCP/IP. At this point, you can upgrade to Windows 2003.
a. Refer to the Remote Monitoring Suite Administration Guide for Cisco
ICM/IPCC Enterprise & Hosted Editions, Cisco Remote Monitoring Suite
Release 2.1(0), for information concerning how to configure routing and

remote access using the Routing and Remote Access Server Setup Wizard.

Automatic Updates

1. Refer to the Security Best Practices Guide for Cisco ICM/IPCC Enterprise & Hosted
Editions, Release 7.0(0)
(http://www.cisco.com/univercd/cc/td/doc/product/icm/icmentpr/icn70doc/coreic
m7/config7/index.htm) for information on this setting.

2. Display Settings

a. Through the Windows Control Panel Display dialog box:
i. Ensure that no Screen Saver is selected.
ii. Set the AW display for at least 1024 by 768 pixel resolution.
iii. Set at least 65K colors and at least 60 MHz.
b. System Properties
i. Through the Windows Control System dialog box Advanced tab:

1. When setting virtual memory, set the initial and maximum
total paging file sizes to the values recommended by the
system.

2. For Startup and Recovery settings, set the value of the Time

to display list of operating systems to 3 seconds.
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3. On the Advanced tab of the System Properties dialog box,
set the Performance Options to either Programs or

Background Services.

Event Viewer Configuration

1. Configure the Event Viewer:
a. For each type of event, set the Maximum log size to 8192 KB.
b. Select Overwrite events as needed.
1. Note: These settings are configured by the Security Template

provided with automated hardening on Windows Server 2003.
Refer to the Security Best Practices Guide for Cisco
ICM/IPCCEnterprise & Hosted Editions, Release 7.0(0)
(http://www.cisco.com/univercd/cc/td/doc/product/icm/icmentpr/i

cm70doc/coreicm7/config7/index.htm) for additional information.

Remote Control Options

2. Refer to the following documents for information on remote control options:

a. Cisco ICM/IPCC Enterprise & Hosted Editions Release 7.0(0) Hardware and
System Software Specifications (Bill of Materials)
(http://www.cisco.com/en/US/products/sw/custcosw/ps1001/products_use
r_guide_list.html)

b. Security Best Practices Guide for Cisco ICM/IPCC Enterprise & Hosted
Editions, Release 7.0(0)
(http://www.cisco.com/univercd/cc/td/doc/product/icm/icmentpr/icm70doc

/coreicm7/config7/index.htm)

Connectivity Validation

1. Before you begin the ICM software installation process, you should validate
network connectivity for all servers that are part of the ICM software system.

2. On each server:
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a. Validate the TCP/IP properties for each network card, including the DNS
settings.
b. Validate that you can ping each machine on the visible network.
C.

If applicable, validate that you can ping each private network connection.
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